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Communication and Mobile Devices Policy 

PURPOSE 
The purpose of the Communication and Mobile Devices Policy is to advise acceptable use with 

regard to mobile devices (including mobile phones) and communication systems used for business 

activities. With the convergence of data and voice and video communication systems the ability to 

connect remotely to internal systems and the wide range of options offered by mobile devices it is 

essential that these technologies be used by authorised persons for legitimate business activities. 

User Responsibilities  
1 Acceptable Use 
1.1 Mobile devices and communication systems supplied by the Council are provided to facilitate 

business activities. Reasonable and appropriate personal use is permitted as follows: 

• During work hours minimal personal calls and text messages maybe made that do not interfere 

with normal business calls or staff productivity  

• Personal calls should be made outside of work hours and calls should not exceed a reasonably 

acceptable duration that might be considered necessary to enjoy a healthy work/life balance.  

• A phone supplied by WPC may not be used in connection with any personal commercial business 

activities. The number may not be published in any publication or business card that is not related to 

the Council's business. 

The intention of this requirement is to clarify what is acceptable behaviour regarding the personal 

use of communication systems and mobile devices supplied by the Council and disallows the use of 

these devices for personal chatting, randomly browsing the internet, downloading large amounts of 

data and any other activity which may incur a cost against WPC. 

1.2 Mobile devices and communication systems owned or managed by WPC are to be used in an 

effective, safe, ethical and lawful manner. Use will be monitored and misuse will be handled in 

accordance with existing disciplinary procedures. 

Mobile phones and communications systems are put in place to support the business and must not 

be used for illegal or unethical purposes in any circumstances. Illegal or damaging actions whether 

performed knowingly or unknowingly, may bring WCP into disrepute and therefore any misuse will 

be treated seriously. 

1.3 Users of WCP's phones and communication systems must not engage in any activity which 

violates or infringes the rights of others or which a reasonable person would consider to be abusive, 

profane, offensive or defamatory. 

This requirement protects against breaches of human rights legislation. Using the Council's 

equipment or systems to harass, discriminate against or victimise another person is considered 

serious misconduct and will be handled in accordance with existing disciplinary procedures. If 

appropriate, the matter may be handed over to the police. These types of activities create a hostile 

work environment and will not be permitted. 
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2 Mobile Devices 
2.1 The allocation of mobile devices and usage plans must be approved by the Council. Many mobile 
devices have a file transfer capability when connected to a USB port or using wireless connectivity. 
This requirement does recognise that these devices provide productivity benefits and most 
technologically literate users want to take advantage of the convenience of information mobility. 
 
2.2 Mobile phones must have a current and supported operating system installed. With the 

development of viruses, trojans and malware designed specifically to infect mobile phones it is 

essential that these devices have the latest versions of operating systems installed. Just like any 

other virus infection, infected devices will spread the virus to other devices and could potentially 

affect the computing environment itself if a direct connection can be made between the device and 

the internal computer network. 

2.3 Communications equipment supplied by WPC must not be altered or added to in any way 
including: 
• unauthorised upgrades  
• addition of components  
• removal of components - including transferring a Council SIM card to a personal phone  
• altering configuration or security settings  
• installation of non-approved applications  
• jailbreaking the device  
 
All devices will be centrally managed and any changes or maintenance carried out by a designated 
Councillor. 
 
Users must not alter equipment provided by the Council as errors could cause the device to 

malfunction and void manufacturers' warranties. A user may inadvertently or deliberately bypass 

security measures, cause confidential or sensitive information to be lost or disclosed and provide an 

opportunity for hackers to compromise the machine. In addition, this requirement protects against 

the removal of internal components like memory chips and helps to ensure the equipment issued to 

a user is the same equipment that will be returned when the user no longer requires it. This is 

important where equipment is leased. 

2.4 Mobile devices must be used in a way that does not void manufacturer or vendor warranties or 
insurance. 
 
The device or equipment must be used for the purposes for which it was designed and equipment 
allocated to a user must be fit to perform the tasks or duties they have been assigned. Any user who 
has a device or portable equipment which does not perform a required task must refer the matter to 
the designated Councillor. 
 
2.5 Users of mobile devices that have the ability to transfer information through networking 

capabilities (Bluetooth) must be aware of the possibility of information leakage and the potential for 

data to be intercepted by another device. 

Information may be intercepted or transferred without the user's knowledge because this 

functionality allows the device to connect to other devices with little or no user intervention. While 

this is acknowledged to be a useful function, it also adds an additional security risk where 

confidential or sensitive information is stored on the device. 

2.6 Users of mobile devices must ensure that the device is protected by a PIN number or password 

and auto-lock. Voice authentication (if used), must be coupled with password or PIN authentication. 
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As mobile devices become more widely used to access and store important corporate information 

such as customer lists, email, diaries and documents users must ensure that they are protected from 

unauthorised access. WPC must be able to protect its network perimeter from unauthorised access 

and therefore appropriate password and authentication rules must be applied to these devices. 

2.7 Users allocated communications devices are expected to act with due care and diligence in 

protecting it from theft or harm. After any instance of loss, damage or misuse of mobile devices 

provided by the Council users may be required to contribute towards replacement or repair or to 

repay the insurance excess. 

Loss, damage or theft of equipment is not only costly in terms of loss of productivity and 

inconvenience, but important, sensitive or highly confidential information may also be lost. Mobile 

devices, including mobile phones should have the key lock activated and remote sessions must be 

initiated through approved authentication and password functions. The mobile device should remain 

with the user at all times unless it can be stored securely. It must not be left unattended and must 

be marked with identification information which proves it is the property of WPC. This requirement 

refers to pagers, mobile phones, tablets and any other device with built in communications 

connectivity. 

2.8 If a mobile device in the care of the user is lost, stolen, damaged or unavailable for normal 

business activities this must be reported to the designated Councillor immediately. 

It is important for insurance purposes, productivity and business continuity that the designated 

Councillor is notified immediately should the equipment be unavailable for normal business use. It 

may be necessary to report to the police and insurance in the case of theft and disable the sim card 

if it is a phone. 

2.9 WPC maintains the right to conduct inspections of any mobile phone or other mobile device that 

it owns or manages without prior notice to the user or custodian. The device must be returned to 

the designated Councillor upon request for maintenance and when the user ceases to provide 

services to WPC. 

No matter where it is located, the Council reserves the right to conduct an inspection of the device 

or monitor traffic on any of its networks. This requirement ensures that corporate assets are 

protected firstly by confirming the existence of the equipment and secondly, that users are 

complying with health and safety, security and acceptable use Standards and Guidelines. 

2.10 Users should not lend mobile devices allocated to them for business activities to others external 

to the Council including friends and family. 

Users must not lend the equipment that has been allocated to them to others to use. A wide variety 

of controls such as PIN numbers and passwords, encryption measures and other user settings are set 

up for a specific individual given that individual's job duties and the "need to know" principle. 

Allowing another person to access that device (except for maintenance which is unavoidable), may 

allow the other person to access corporate information. Mobile phone calls cost money so care must 

be taken to ensure that they are used mainly for business purposes and not as a personal phone. 

This requirement also gives users a definitive reason for not lending out equipment that has been 

allocated to them by saying it is against the Council's rules. 

2.11 Users using communications devices must not return calls, text messages, respond to pager 
calls or subscribe to paid services where: 
• the return number has a premium service number  
• charges beyond those for normal calls can be incurred (eg long distance calls)  
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• the recipient is a competition, gambling or advertising entity  
• charges will be reversed back to the Council Any costs incurred relating to the above will be the 
responsibility of the staff member. 
 
These services are usually non-business related so are not necessary and incur a fixed cost which is 
more than a normal call or text. This requirement is necessary to prevent non-business related use 
escalating out of control. Where these types of services are used, the user will be responsible for the 
costs. 
 
2.12 With the exception applications downloaded from WPC's App Store, users may not install any 

applications or media onto their devices. 

Games may be infected with computer viruses, trojan or other malware and distract employees 

from their assigned duties. Games are often copied illegally and sent on to friends and may subject 

WPC to liability for unauthorised software copying. This requirement includes the downloading of 

ringtones, especially if they incur a cost, and movie clips or music which are often pirated. 

2.13 Email, tweets and text or instant messages that are of a commercial nature and are being sent 

to external parties must comply with the requirements of antispam legislation. This requirement is 

particularly relevant to those sending emails to multiple external recipients using distribution lists or 

sending text messages to multiple external recipients using server technology like Twitter. If you are 

unsure please contact the designated Councillor for assistance. 

This provision requires compliance to legislation and is in alignment with the Email Standard. It is 

included as distribution groups and mail lists can be stored on mobile phones and other devices 

making it easy to send to multiple recipients. It specifically relates to emails, text messages, tweets 

of a business nature being sent to external third parties or the use of instant messaging in a 

commercial context. 

2.14 Users of mobile devices must comply with the relevant provisions of the Email and Internet Use 

Standard. A user working remotely is still representing the Council irrespective of location or device 

being used and therefore the Standards apply. 

The ability to use mobile devices and work remotely is a great productivity tool enabling access to 

email, calendars, the internet and even documents stored on the Council's internal network. Email 

sent and received remotely is captured by corporate email systems and are considered to be 

corporate records. 

The content and use of Email messages must conform to the provisions of the Email Standard. Users 

of the internet need to take greater care as they will not be subject to the same content filtering 

restrictions imposed at the office, but as mobile devices can be inspected at any time users should 

take care what they download and view from the internet. 

Management Responsibilities  
1 Allocation and Recovery 
1.1 When a mobile device is provided to a user, the use of corporate applications such as email, 

instant messaging, twitter and voice and video communications will be explained.  

A formal documentation process is required when equipment is provided and ensures that the legal 

aspects of ownership and respective rights are protected. It also ensures that the Council has a 

record of what was provided and when it was provided so that it can be recovered at a later date.  

1.2 When users leave WPC, the designated Councillor must ensure that mobile devices and any 

other tools or equipment that has been allocated to the member during their service is recovered.  
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Equipment belonging to WPC must be recovered when a user ceases to provide service to the 

Council. Often a departing user will forget to hand these items back and the designated Councillor is 

responsible for ensuring that the Council is not left in the awkward position of having to chase up 

equipment sometime after the person has left. 

2 Management and Use 
2.1 WPC must review use of mobile phones (calls and data), email, instant messaging, twitter and 

voice and video communications systems where reports or itemised accounts are available. This 

review ensures that the equipment or communications systems are not being misused. Excessive 

personal use should be reimbursed to the Council and misuse handled in accordance with existing 

disciplinary procedures. In the event that excessive personal use becomes an ongoing issue it may be 

appropriate that the device is removed from the user. 

Costs can easily get out of control if mobile users make international calls, browse the internet, 

download large files, send photos or files to other mobile users or make a lot of personal calls. As 

stated in other Standards, users may be liable for costs where personal use is deemed to be 

inappropriate. 

3 Training for Users 
3.1 WPC will ensure all users are trained so that they can use the devices and systems proficiently 

and are aware of any applicable security implications. 

Users are mostly unaware of the security threat that these devices pose to the Council and what 

they should do to mitigate this risk. Those issuing the devices are responsible for ensuring that the 

users are advised of their responsibilities. Where device manuals and other material is available 

these should be passed on to staff and training provided to ensure that the device is used in a 

manner that will not create any additional risks to the Council. 

1 Mobile Device Management 
1.1 A risk assessment must be carried out by the Council to confirm that mobile devices and 

communications systems do not create additional security vulnerabilities which are unacceptable to 

WPC. 

WPC must be satisfied that the increased automation and functionality offered by the introduction 

of mobile devices and communications systems is warranted when compared with the additional 

security threats that they introduce into the computing environment. WPC must also ensure that 

any device offered to a user is configured with the appropriate security settings and that the threat 

of information leakage or interception is minimised. 

1.2 Mobile devices connecting or synchronising to WPC's computing resources must be configured 
with the WPC security profile which should include: 
• Passwords or Pin numbers  
• Autolock  
• Remote Wipe  
• Disabling applications or functions that are not required for business purposes  
• Encryption and digital certificates where information is considered sensitive or confidential  
• Sandboxing or a no data at rest configuration  
• Anti-Virus  
• Firewall  
• Device identification  
• Auto update of the operating system for patches and system upgrades 
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Although many users will not consider a tablet or mobile phone to be a security threat to the 

Council, the ability to access email, customer address lists and other corporate information remotely 

does create security vulnerabilities if devices are not configured with the appropriate security 

settings. The security profile must be enforced on devices that are to be connected to the corporate 

network. Users are not permitted to change these settings. 

2 Remote Access from Mobile Devices 
2.1 Authorised remote users will be permitted to connect to WPC's internal computing resources by 

an approved method of communication. Remote connections must be configured to securely 

authenticate users in accordance with internal security requirements, documented procedures and 

approved best practice standards. 

Only those who have been authorised to access the computer systems and networks of the Council 

will be provided with the means to facilitate this access. It is the responsibility of the designated 

Councillor to provide the most effective method for achieving the connection. Options include wifi, 

mobile broadband, rdp session etc. 

3 Asset Management and Tracking 
3.1 Mobile devices should be recorded in an Asset Register including make, model, identification 

number, who it is allocated to, the date provided, the date to be returned (if not permanently 

allocated) and any maintenance requirements. 

This code will help identify the equipment if it is recovered after being lost or ownership is in 

dispute. It also helps with asset tracking and management. This requirement is especially important 

for mobile devices as, being portable, they are attractive items and susceptible to loss or theft. 

 

 

This policy will be reviewed annually. 

 


